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COMPARATIVE ANALYSIS OF IT GOVERNANCE IN
BANKING SECTOR AT SATARA

R.D. KUMBHAR

- Assistant Professor, KBPIMSR, Satara,

Abstract:

In the era of globalization Indian banking sector is depending upon the
internet-and computer technologies to operate their businesses, Froin last twodécades
barks are using infermation .and communication technology for performing different
business funciions. Therefore, there is a need for a proper framework for maintaining
Information technology related assels used in banks.

This paper highlights present status of Information technology implementation.and
IT governanée practices used in banks of Satara city. The study also emphasizes
problems encountered in Information techriology governance and its impact on the
performance of the banks, This paper helps banks for knowing weak areas in existing IT
governance practices and adopting standard praciices for effective and efficientutilities
of ITresources.

KEY WORDS;
TEIS88A, COBIT.
INTRODUCTION
The IT revolution had a great impact on the Indian bariidng system. The use of compiters had-led

1o 'introduction of online-basking it India. The use of the computerization in banking sector of India has
increased after the economic liberalization of 1991 as the country's banking sector hag been exposed to the

world's market. Today's business environment is very dynamic.and undergoes rapid changes as a-result of

technological innovation, ingreased awareness and demands from customers. The banking industry of the
21st century operates in a complex and competitive environment characterized by these changing
conditions and highly unpredictable economic climate. Information and Communication Technology
(ICT) is at the centre of this global change curve. Because of these reasotis banks have inplemented IT
technologies but their itnplementation is being done in a disorganized marmer. Theretore implementation
of IT is not as effective as it should be. To get real fruits of IT, proper IT governance is required. 1T
governance is essential to mitigate IT related risks and aveid IT project failures.

ITGOVERNANCE:
IT governance is senior management's ability to direct, measure and evaluate the use of an

enterprise’s IT resources in support of the achieverent of the organization’s strategic goals. The IT
Governance Institute provides. the definition as: "IT governance ig ihe responsibility of the board of

directors and exedutive management. It is an integral part of corporate govemance and consisis of the

leadership, organizational structures and processes that ensure that the orgenization's IT sustains and
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extends the organization's strategies and objectives.” IT Governance focuses specifically on information
technology systems, their performance and rigk management, The-primary goals of I'F Governance are to
assure that the mvestients in IT generate business value, and to mitigate the rsks thatare associated with
IT. This can be dose by implementing au orgavizational structure with well-defined roles for the
responsibility of information, business processes, applications and IT infrastriscture. Information system.
has begome the heart of modern basiking and information has hecome the most valuabie asset.to for banks
and-theit stakeholders, IT govesnance is rieeded to ensure that the investments in I'T generate value-reward
sndinitigate I'T-associated risks, avoiding failure.

Commonly used information security governsnce frameworks are Federal Financial Institations
Examination Council (FFIEC), Control Objectives for Information and related Technology (COBIT), The
International Qrganization for Standardization (ISO), PCI Date Securify Standard (PCI DSS), The
Corporate Governance Task Force (CGTF), Information Systems Security Associstion (ISSA), The
Corporate liformation Secutity Working Group (CISWG).

OBIJECTIVES OF THE STUDY:
Majorobicetives of the study areas follows:

HTostudy present status of IT governance En banks.
2¥To identify the problems in IT governance.
3)Te examine the impact of IT govemance on performance ofbanks.

RESEARCHMETHODOLOGY:

The study is inferential descriptive (diagnostic) in nature based on systematic collection, ana!ysrs
and interpretation of the data related fo present status IT governance, prchlems inIT governance and impact
of IT govemance on perfm:mance -of banks. The necessary primary data is collected through structured
schedule from Satara city of Maharashtra state, The necessary secondary data has been collested from.
sources. like reference books, various publications, journals, articles and reports. There are 50 banks in
Satara city, out of these 20 banks are selected by using stratified random sampkmg method. The primary
dats is collected from technical staffand branch managers,

REVIEWOF LITERATURE:

Mario Spremic and Hrvoje Spremic (2010) have conducted research under the title Measuring IT
governance maturity — Evidences from using regulation framework in the republic Croatia', Main objettive
of this papers to stress the importance of evolving IT Governance activities. As a sample they have selécted
smalt basnks. Main objective of this paper is to stress the importance of evolving IT govemanceactivities. In
this.paper they investigated’how regulatory framework can affect the level of IT Govemance performance
and measaring I'T performarice by using world-wide best 1T maturity models.

In the article*IT is Pivotal’, Rangesh Nayar (2005) has explored that IT is central 1o banks. From
author's point of view, betause of IT new private and multi-national banks have been able to survive,
suceeed, and adapt in an increasingly competitive space. Author investigate that there is tremendous
improvement has taken place in the Indian banking sector because of the IT revolution. With the help of
computerization, the transaction takes place at a Faster rate and the waiting time of a customet in ¢ quens i
getting minimized. E — Banking is emerging in the Indian banking sector. The banks provide the facility of
internet banking, phone and mobile banking with the help of IT. The study concludes tharbanks are looking
81 newer ways to make a customer's banking experience more convenient, efficient, and effective, They are
using new technology toels and techniques to identify customer needs and are offering tailor-made
products to matchthem.

Peter Makau, global acconntmanager and corporate bank country head (Sept. 2010y in papertitied
IT Governance Framework Commergial Bank’s Perspective' focused onIT governance from acominercial
batik's perspective. The study bas been focused on necessity for IT governance for commercial banks, 1T
governance issues for commercial banks, goals /Objectives for IT governance for coramercial banks, IT
governance critical success factors for commercial banks. Researcher has given necessity for 1T
governance for commercial banks. Study also includes some I'T governance issues for commercial banks.
Researcher also suggested impostant I'T principles for commercial banks.

Kirk Tyrell {2009) has authored the paper entitled 'TT Govemance within Financial Institutions’,
This paper involves study of what does IT governance ihvolve and why is IT governarnee important, Inthis
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paper Tyrell hys taken review of IT govermance framework, Author alsg discussed components of IT
governance: cycle and different domains of IT governanve as Strategic Alignment, Value Delivery,

- Performance Delivery, Risk Management, and Resource Management in'the study, At the end author
suggested that-

Each fineneial institution should have an IT Steering Committee with requisite board and management
involvenient

The board and managenient should ensure that policies and procedures are reviewed periodically for
relevance '
Financial institutions to adoptapplicably industry bestpractices and rules to guide IT management.

FINDINGS:

Researcher has studied the concept of IT governance in banks. Researcher has derived findings
and also has located some loopholes.

It hias been observed that, most of the banks are using IT since last two decades performing different
banking functions.

It has been observed that electronic banking system users still face the se¢urity risks with unauthorized
access into their banking accounts,

1t is found from discussions with banking staff, that there is resistance to change from bank employees
because of fear sfuncertainty and control orientation. Acceptance of technology is slowly increasisg in bay
theutilization isnotmaximized.

Even the smaller IT problems take time a¢ most of the branches do not have system specialist who can ook,
after the system and other operational problems.

The risks arising out of outsourcisig i.¢. dependency on third partyservice providers for provision of certain
services (say, forexample, ATMs) does pose certain limitations on the range and level of services offered to
the customers.

IT related frauds such as Phishing, database and server hacking, network attacks, Denial of Service attack,

web page defacing, Cross Site scripting, card cloning, etc. that result in financial and reputational loss.

Shrinking the responsibility by the concerned authorities,

Technology investment is not aligned to its strategic business objectives.
Atis observed thatbanks are not serious about reviewing IT assets performance.

Ithas been observed that implementation of IT in banks is not as effective as it should be.

The study réveals that private and nationalized banks are using IT for alt functional activities whereas co-
operative banks lacking in thisregard. (Table No.1)

As compare to nationalized banks and private banks, some of the co-operative banks have IT strategy; IT
budget and IT governance framework. (Table No.2)

Majority of the banks having IT steering committee to assist the Executive Management in implementing
IT strategy which includes prioritization of IT-cnabled investment, reviewing the status of projects, IT
service delivery and projects. (Table No.3)

Majority of banks-are conducting system audit regularly. (Table No.4) ‘

Lack of management involvement and inadequate training are major problerns observed in banks. {Fable
No.5)

Ineffective IT governance is likely to be aroot cause of the negative resuls,

SUGGESTIONS:

Following are the suggestions for effective and efficient use of the IT resources. This would be
also useful to plug the loopholes observed by researcher.

Banks should more focus onIT risk management.

Banks should conduet IT related trainings which helps staff for effective utilization of 1T resources and
improvement in services,

Bank management should focus on project ownership and alignment of IT strategy with banlk strategy.
Co-operative banks should give more focus on customer satisfaction by adopting IT based services, {viz
mobile barking, intemet banking etc,)

Golden Research Thoughts * Volume 2 DBsue 12 Juge 2013 . 15
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CONCLUSION:
Banks.in Sataraare using IT based systems from last twa decades for performinig different banking
functions and focusing on only transaction processing whergas top management is unawsre aboult real use
of IT, Foor IT governance practices in co-operative banks leads to ineffective use of IT resources and it

* affects'on customers services and batik performance. There is more scope for impreving IT governance in
cooperative banksin Satara City.

Annexure

Table 1: Status of Computerization

Sr.No. | Particulars | Type of bank | Mamal ‘Partially Fully
. Computerized | Computerized |
_ Nationaltized | - - 4 (100%):
1 | Head | Co-operative - - 10 {100%)
Office I * Private - B 6 (1008%)
Nationalized | - - 4 (100%)
2 Regional Co-operative - 6 (60%) 4 (340%)
offices. : : -
Private - ~ & (100%:3}
“Nationalized - - 4 (100%).
3 Branches Co-operative - 7 [70%) 3 (0%
Private - - -6 (100%)
{Source: Primary Data) '
Graph 1: Status of Computerization
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Table 2: Status of IT Strategy

Spage™

SrNo,

Particulars

Nationalized
Banks

Co-opm‘atiﬁe
Banks

Privatc Banks

Yes

Na

Yes No

Yes T No

LIT Strategy

4 (100%) | -(0%)

4 (40%)

6 (60%5)

6 (100%) |

(0%

IT Budget

4 (100%) | - (0%)

3 (30%)

7 {70%)

6 a0%:

(0% |

i

IT Gowvernance Framework

4(100%%) | - (%)

2 (20%) -

8(80%) | 6(i00%) | - 0%

{Satirce: Primary Data)

Graph 2: Status of IT Strategy
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Table 3: IT Steering Committee

KIT Cloverunnos Fram ework

SrNo. Type of Bank

Yes

No

1 "Nationalized Banks

4 (100%)

2 [ Co-operative Banks

4 (40%)

& (60%)

3 Private Banks

6 (100%)

Total -

14

6
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(Source: Primary Data)

Graph 3: IT Steering Committee
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Table 4: System Audit
“§rNo. 1 TypeofBamk | Ye | T Ne
|| Natonalized Banks 4 (100%) - (@,&}
7 | CooperativoBarks | 8G30% | 2%
3" Trivate Banks 6 (100%) - (0%)
Total - 18 . 2
(Source: anmy Data)

Graph 4: System Audit

® Yes
& No

MNationaiized  Co-operative  Private Banks
Baoks Banks

Table 5: Problems Faced by Banks while Governing IT

SeNa. | Problems Nationalized Banks Private Banks " Co-operative Banks
' Weighted | Rank | Weighted | Rank | Weighted | Rank |
Avg Avg . Aveg.
I Lack of invelvement of 0.93 4 1.20 - 4 213 4
top Mgt _ : ' .
2 Poor Strategic 1.33 13 1.73 2 293 2
Aligoment .
3 Lack of Project 120 2 1.80- 1 300 |
Ownership
Poor Risk management { 120 s 13 2 293 2
Tneffective Resource 113 3| L& | 3 | 293 2
Mgt. ' :
& Lack of raming to staff 1.20 2 .73 2 286" 3
of relevant technologies | _
7 | Lack of IT resources 1.20 ) 1.80 i 300 I
(Sowce: Primary Data)
Ciolden Rescarch Thoughts + Volume 2 lssue 12 « hune 2013 18
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Graplt 5 Problems Faced by Banks while Governing IT
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Table 6: Impact of IT Governance on Banks Performance

_ ) fmpacts ' Mationalized Banks Private Banks Co;ppgraiivé‘Bemks
| 8t.No. ‘ Weighted | Rank | Weighted | Rank | Weighted | Radk
- _ Avg Avg Avg

T1 | loprovement inthe quality 126 | 2 1.86 2 (.66 2
- of services over time :
2 | Reduetion inIT risks over 1.20 3 1.80 3 0.60 3
3 | Effective ufilization of IT 1.33 1 186 | 2 066 | 2
i assels ] :
4 | Reduction in costs of _ _ _
| delivering IT services over 1.20 3 1.93 ! 0.36 !
| time . _ .
5 | Business flexibility improved | 1.06 4 1.60 4 0.60 3
6 | Customer satisfaction 1.06 4 1.93 1 0353 4
(Source: Primary Date) ' ' '

Graph 6: Impact of IT Governance on Banks Performance
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